
February 2025

Shut the Door on Fraud:
Latest Trends and Tips
Are You Smarter than a Fraudster?

Enact Mortgage Insurance Corporation and Enact Mortgage Insurance Corporation of North Carolina
©2025 Enact Holdings, Inc. All rights reserved.



Financial Institution/Mortgage Fraud

https://www.fbi.gov/investigate/white-collar-crime
4



Financial Institution/Mortgage Fraud

https://www.fbi.gov/investigate/white-collar-crime
5



6



These crimes are not violent, but they are not victimless. White-collar 
crimes can destroy a company, wipe out a person's life savings, cost investors 
billions of dollars, and erode the public's trust in institutions.

Mortgage and Financial Institution Fraud (FIF)

• Financial institution fraud happens when criminals target banks, credit unions, 
and other financial institutions. Many schemes involve compromising customers' 
accounts or personal information. Embezzlement and misapplication of funds are 
two common financial institution fraud crimes in FBI investigations. Sometimes, 
fraud can be severe enough to cause the failure of a bank or credit union..

• Mortgage fraud happens when someone lies to influence a bank's mortgage 
decision or if a distressed homeowner is the victim of a fraud.

FBI- White Collar Crime

https://www.fbi.gov/investigate/white-collar-crime
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The FBI has identified two areas of mortgage 
fraud: Fraud for _____ and Fraud for _____.

Profit / Housing

Property / Prison
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• Fraud for Profit: This type of fraud involves professionals in the home buying 
process stealing cash and equity from lenders and homeowners. These types 
of cases are a priority for the FBI.

• Fraud for Housing: This fraud happens when borrowers lie about their 
incomes or assets on a loan application or influence an appraiser to 
manipulate a property's value.

• The FBI works with partners to investigate mortgage and financial institution 
fraud cases. The FBI participates in task forces that share intelligence, de-
conflict cases, and create joint investigations.

FBI

https://www.fbi.gov/investigate/white-collar-crime



Bank fraud is a white-collar crime that affects the 
nation's financial institutions. The consequences of 
bank fraud can be criminal, civil or both.

True

False
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Bank fraud is a white-collar crime that affects the 
nation's financial institutions. The consequences of 
bank fraud can be criminal, civil or both.
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Making a false statement on a mortgage 
application is a Federal Offense.

True

False
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Case Study

https://www.justice.gov/usao-nj/pr/two-former-employees-new-jersey-mortgage-lending-business-charged-roles-mortgage-fraud



Bank fraud: A fine of up to _________and/or a 
prison sentence of up to ______ years.

$500,000 /10 years

$250,000 /5 years

$1,000,000 /30 years

$500,000 /20 years

$250,000 /25 years

$1,000,000 /15 years
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Bank fraud: A fine of up to $_______ and/or a 
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$250,000 /25 years

$1,000,000 /15 years
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• Bank fraud: A fine of up to $1,000,000 and/or a prison sentence of up to 30 
years

• Mail fraud: A maximum prison sentence of up to 20 years. If the scheme also 
involved a bank, the potential fine increases to up to $100,000: [18 U.S.C. 
Section 1343]

• Wire fraud: A maximum prison sentence of up to 20 years. If the scheme also 
involved a bank, the potential fine increases to up to $100,000: [18 U.S.C. 
Section 1343]. The penalty for both wire fraud and mail fraud can increase to up 
to 30 years and a fine of $1,000,000 when the fraud involved a presidentially 
declared major disaster or emergency.

Fraud Penalties



Conspiracy to Commit Mortgage Fraud occurs when two or more 
people work together to engage in the manipulation of financial 
markets or fraudulently induce investors to make financial 
decisions.

Conspiracy to Commit Mortgage Fraud can, and usually is, charged 
against minor participants in mortgage fraud scheme.

True

False
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KS0 “..investors to make”
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Conspiracy to Commit Mortgage Fraud occurs when two or more 
people work together to engage in the manipulation of financial 
markets or fraudulently induce investors to makes financial 
decisions.

Conspiracy to Commit Mortgage Fraud can, and usually is, charged 
against minor participants in mortgage fraud scheme.

True

False
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The penalties for Conspiracy to Commit Mortgage 
Fraud are the same as actual Mortgage Fraud.

True

False
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The penalties for Conspiracy to Commit Mortgage 
Fraud are the same as actual Mortgage Fraud.

True

False
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Federal

Up to 
30 

years 
in 

prison

State- Example New Jersey

Mortgage Fraud can be charged at the state or federal level. All states vary.

Mortgage Fraud Penalties 

Up to 
10 

years 
in 

prison



The statute of limitations for federal mortgage fraud and bank fraud 
in the United States is ___ years. This means that the federal 
government has ___ years from the alleged crime to file charges 
against the suspected individual or business.

2

4

7

10
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The statute of limitations for federal mortgage fraud and bank fraud 
in the United States is 10 years. This means that the federal 
government has 10 years from the alleged crime to file charges 
against the suspected individual or business. The Fraud 
Enforcement and Recovery Act (FERA) of 2009 increased the 
statute of limitations from 5 years to 10 years.

2

4

7

10

25
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https://www.justice.gov/usao-mdfl/pr/osceola-county-mortgage-loan-officer-convicted-bank-fraud-and-aggravated-identity



27 https://www.justice.gov/usao-sdwv/pr/federal-jury-convicts-putnam-county-man-fha-fraud-scheme
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The report shows ________ has become an 
increasing concern on primary mortgage 
applications over the past several quarters.

Identity fraud

Fannie Mae issued a fraud alert in Q3 about an identity theft ring operating in suburban Atlanta that 
was targeting mortgage-free homes. The report provides additional details in the main causes and 
tactics to deploy to protect your business from this fraud risk.

https://www.corelogic.com/intelligence/q3-2023-quarterly-mortgage-fraud-brief/
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KS0 CoreLogic has released a 2024 mortgage fraud report.  Consider using its information since it is current
Stover, Kathryn E. (Enact MI), 2024-11-08T20:06:39.934
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According to CoreLogic’s Annual Mortgage Fraud 
Report, in Q2 2024, 1 of every ___ Mortgage 
Purchase Loan Applications contain Fraud. 

29
57

78
111

https://www.corelogic.com/intelligence/2024-mortgage-fraud-report/
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According to CoreLogic’s Annual Mortgage Fraud 
Report, 1 of every 111 Mortgage Purchase Loan 
Applications contain Fraud. 

29

57
78
111

https://www.corelogic.com/intelligence/2024-mortgage-fraud-report/
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According to CoreLogic’s Annual Mortgage Fraud 
Report, in Q2 2024, 1 of every ___ Mortgage 
Refinance Loan Applications contain Fraud. 

99
157
171
234

https://www.corelogic.com/intelligence/2024-mortgage-fraud-report/
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According to CoreLogic’s Annual Mortgage Fraud 
Report, in Q2 2024, 1 of every 171 Mortgage 
Refinance Loan Applications contain Fraud. 

99
157
171
234

https://www.corelogic.com/intelligence/2024-mortgage-fraud-report/
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According to CoreLogic’s Annual Mortgage Fraud 
Report, which 5 states have the highest mortgage 
application fraud risk?

https://www.corelogic.com/intelligence/2024-mortgage-fraud-report/
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According to CoreLogic’s Annual Mortgage Fraud 
Report, which 5 states have the highest mortgage 
application fraud risk?

New York, Florida, California, Connecticut and 
New Jersey

https://www.corelogic.com/intelligence/2024-mortgage-fraud-report/
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According to CoreLogic’s Annual Mortgage Fraud 
Report, which transaction type is the greatest risk 
for Mortgage Fraud?

https://www.corelogic.com/intelligence/2024-mortgage-fraud-report/
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According to CoreLogic’s Annual Mortgage Fraud 
Report, which transaction type is the greatest risk 
for Mortgage Fraud?

X

X X

https://www.corelogic.com/intelligence/2024-mortgage-fraud-report/
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According to CoreLogic’s Annual Mortgage Fraud 
Report, 1 of every ___ Mortgage Loan Applications 
on a 2-4 unit, contain Fraud. 

11
27
39
52

https://www.corelogic.com/intelligence/2024-mortgage-fraud-report/
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According to CoreLogic’s Annual Mortgage Fraud 
Report, 1 of every 27 Mortgage Loan Applications 
on a 2-4 unit, contain Fraud. 

11
27
39
52

https://www.corelogic.com/intelligence/2024-mortgage-fraud-report/
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https://www.corelogic.com/intelligence/2024-mortgage-fraud-report/
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https://www.corelogic.com/intelligence/2024-mortgage-fraud-report/
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https://www.ussc.gov/sites/default/files/pdf/research-and-publications/quick-facts/Mortgage_Fraud_FY21.pdf

Mortgage fraud includes cases where 
the offensive conduct as described in the 
Presentence Report involved any 
misrepresentation intended to obtain a 
home loan, the application to multiple 
banks for a loan on a single property, 
foreclosure rescue scams, or reverse 
mortgage scams. 
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According to US Sentencing Commission’s Quick 
Facts on Mortgage Fraud Offences, ___% of 
mortgage fraud offenders were men.

98
86
77
62

https://www.ussc.gov/sites/default/files/pdf/research-and-publications/quick-facts/Mortgage_Fraud_FY21.pdf

KS0



Slide 43

KS0 Slides 42-47:  I think that showing the 1003 suggests that “offenders” are borrowers and to be wary of 
applications with the attributes (age, gender, etc.)    
Stover, Kathryn E. (Enact MI), 2024-11-11T16:43:20.814



44

According to US Sentencing Commission’s Quick 
Facts on Mortgage Fraud Offences, 77% of 
mortgage fraud offenders were men.

98
86
77
62

X

https://www.ussc.gov/sites/default/files/pdf/research-and-publications/quick-facts/Mortgage_Fraud_FY21.pdf
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According to US Sentencing Commission’s 
Quick Facts on Mortgage Fraud Offences, the 
average age of mortgage fraud offender was 
___.

62
36
57
49

https://www.ussc.gov/sites/default/files/pdf/research-and-publications/quick-facts/Mortgage_Fraud_FY21.pdf



46

According to US Sentencing Commission’s Quick 
Facts on Mortgage Fraud Offences, the average 
age of mortgage fraud offender was 49.

62
36
57
49

https://www.ussc.gov/sites/default/files/pdf/research-and-publications/quick-facts/Mortgage_Fraud_FY21.pdf
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According to US Sentencing Commission’s Quick 
Facts on Mortgage Fraud Offences, __% of 
mortgage fraud offenders were US Citizens.

88
77
98
69

X

https://www.ussc.gov/sites/default/files/pdf/research-and-publications/quick-facts/Mortgage_Fraud_FY21.pdf
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According to US Sentencing Commission’s Quick 
Facts on Mortgage Fraud Offences, 98.3% of 
mortgage fraud offenders were US Citizens.

88
77
98
69

X

https://www.ussc.gov/sites/default/files/pdf/research-and-publications/quick-facts/Mortgage_Fraud_FY21.pdf
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According to US Sentencing Commission’s Quick 
Facts on Mortgage Fraud Offences, what 
percentage mortgage fraud offenders were 
sentenced to prison?

27%
42%
68%
74%

https://www.ussc.gov/sites/default/files/pdf/research-and-publications/quick-facts/Mortgage_Fraud_FY21.pdf
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According to US Sentencing Commission’s Quick 
Facts on Mortgage Fraud Offences, what 
percentage mortgage fraud offenders were 
sentenced to prison?

27%
42%
68%
74%

https://www.ussc.gov/sites/default/files/pdf/research-and-publications/quick-facts/Mortgage_Fraud_FY21.pdf
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According to US Sentencing Commission’s Quick 
Facts on Mortgage Fraud Offences, the average 
sentence for mortgage fraud offenders was ___ 
months.

6
14
24
36

https://www.ussc.gov/sites/default/files/pdf/research-and-publications/quick-facts/Mortgage_Fraud_FY21.pdf
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According to US Sentencing Commission’s Quick 
Facts on Mortgage Fraud Offences, the average 
sentence for mortgage fraud offenders was 14 
months.

6
14
24
36

https://www.ussc.gov/sites/default/files/pdf/research-and-publications/quick-facts/Mortgage_Fraud_FY21.pdf



53
https://www.justice.gov/usao-md/pr/federal-jury-convicts-former-baltimore-city-states-attorney-marilyn-mosby



There is something considered a “small 
felony”.

True

False

54
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There is something considered a “small 
felony”.

True

False
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Business email compromise (BEC) is one of the most financially damaging online crimes. It exploits the 
fact that so most of us rely on email to conduct both our personal and professional business.

In a BEC scam—also known as email account compromise (EAC)—criminals send an email message that 
appears to come from a known source making a legitimate request, like in these examples:

• A vendor your company regularly deals with sends an invoice with an updated mailing address.

• A company CEO asks her assistant to purchase dozens of gift cards to send out as employee rewards. 
She asks for the serial numbers so she can email them out right away.

• A homebuyer receives a message from his title company with instructions on how to wire his down 
payment.

Versions of these scenarios happened to real victims ... but all the messages were fake.

And in each case, thousands—or even hundreds of thousands—of dollars were sent to criminals instead.

Business Email Compromise (BEC)

https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/business-email-compromise
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https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/business-email-compromise
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Mortgage Wire Fraud attacks are included in the Business 
Email Compromise report. The total Losses in 2023 due to 
BEC  scams were $_________.

$12.5 Billion
$6 Billion

$900 Million
$600 Million

Business Email Compromise (BEC)
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Mortgage Wire Fraud attacks are included in the Business 
Email Compromise report. The total Losses in 2023 due to 
BEC  scams were $_________.

$12.5 Billion
$6 Billion

$900 Million
$600 Million

Business Email Compromise (BEC)
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Wire Fraud/ BEC

=

Fraudsters are alerted to a Real estate 
transaction while trolling Social Media Sites. 
They have the name of the Realtor and which 
company he works at and the closing date of 
two transactions. By hacking the affiliated 
email account additional details typically can 
be captured to send a realistic email with a 
request to wire funds.
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CFPB - How To Avoid a Phishing Scam

https://www.consumerfinance.gov/about-us/blog/mortgage-closing-scams-how-protect-yourself-and-your-closing-funds/

• Identify two trusted individuals to confirm the closing process and payment instructions. Ahead of your mortgage closing, discuss in 
person, or by phone, the closing process and money transfer protocols with these trusted individuals (realtor, settlement agent,
etc.). Be cautious about exchanging any details about your closing over email. You may want to use this opportunity to also create 
a code phrase, known only by these trusted parties, if you need a secure way to confirm their identities in the future.

• Write down their names and contact information. Use the Bureau’s Mortgage Closing Checklist to list these individuals and their 
primary phone numbers.

• Before wiring money, always confirm instructions with your trusted representatives. Never follow instructions contained in an email. 
Verify the closing instructions, including the account name and number, with your trusted representatives either in person or by
using the phone number you previously agreed to.

• Avoid using phone numbers or links in an email. Again, scammers can closely replicate the email address, phone number and 
format of an exchange from your agents. Avoid clicking on any links or downloading attachments without first confirming with your 
trusted representatives.

• Do NOT email financial information. Email is never a secure way to send financial information.

• Be mindful of phone conversations. It may be difficult to identify whether a phone call is fraudulent or legitimate. Scammers may 
call and ask you to verify your personal or financial information. When in doubt, always refer back to your trusted professionals to 
confirm whether it’s legitimate.



It is legal to purchase paystubs and Bank Statements 
online and submit them for a credit application.

True

False
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It is legal to purchase paystubs and Bank Statements 
online and submit them for a credit application.

True

False
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Really?
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Proof of Income

https://www.formpros.com/tax-forms/create-paystub/?gad=1&gclid=EAIaIQobChMIxeLAm5jG_wIVADStBh1etQOYEAAYASAAEgIUkfD_BwE
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Bank Statements
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Oh Really?



There are websites that rent credit tradelines to help 
borrower’s increase their credit score by 
manipulating Amounts Owed and Length of Credit 
History.

True

False
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There are websites that rent credit tradelines to help 
borrower’s increase their credit score by 
manipulating Amounts Owed and Length of Credit 
History.

True

False
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Authorized User Accounts
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Authorized User Accounts
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3rd Party Verification



Fannie Mae and Freddie Mac have amazing 
resources to combat Mortgage Fraud.

True

False
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Fannie Mae and Freddie Mac have amazing 
resources to combat Mortgage Fraud.

True
False

74
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Fannie Mae Fraud Prevention Tools

https://singlefamily.fanniemae.com/mortgage-fraud-prevention
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https://singlefamily.fanniemae.com/media/36826/display
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https://singlefamily.fanniemae.com/media/37806/display
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https://singlefamily.fanniemae.com/mortgage-fraud-prevention
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Freddie Mac Fraud Prevention

https://sf.freddiemac.com/working-with-us/fraud-prevention/emerging-fraud-schemes
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EnactMI.com
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Enact Rate Express®
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Enact Underwriting Guidelines
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Enact Training Resources
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Enact Training Resources
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Your Enact Resources
• ActionCenter®: 800-444-5664 Action.Center@EnactMI.com
• Your Local Enact Regional Underwriter AskRU@EnactMI.com
• Your Enact Sales Representative
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Legal Disclaimer
Enact Mortgage Insurance is happy to provide you with these training materials. While we strive for accuracy, we 
also know that any discussion of laws and their application to particular facts is subject to individual interpretation, 
change, and other uncertainties. Our training is not intended as legal advice and is not a substitute for advice of 
counsel. You should always check with your own legal advisors for interpretations of legal and compliance 
principles applicable to your business. 

ENACT EXPRESSLY DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING 
WITHOUT LIMITATION WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE, WITH RESPECT TO THESE MATERIALS AND THE RELATED TRAINING. IN NO EVENT SHALL 
ENACT BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES 
OF ANY KIND WHATSOEVER WITH RESPECT TO THE TRAINING AND THE MATERIALS.

Enact Mortgage Insurance offers a comprehensive suite of training opportunities to boost your know-how, benefit your bottom line, and serve your borrowers better. 
Visit EnactMI.com to learn more.


